
MEMORANDUM FOR: _ Chief 
AfrForce 

SUBJECT: (U) ODNI Freedom of Information Act (FOIA) 
ConsuJtations 

(U) While processing the attached FOIA request, ODNI located 1 document 
which may be of interest to your Office. Weare providing it to you for your 
views regardingits disclosure and the applicability of any FOIA Exemptions. 

(U) We are referring the following document to you for COlllment: 

(U) Should you have any questions or'reCru:iJre 
please contact Jennifer Hudson at 

J~t~~~ Date, 
Director~ Information Management Office 

Upon removal of attachment UNCLASSIFIED 

b~ 



MEMORANDUM FOR: 
Army INSCOM 

SUBJECT: (U) ODN! Freedom of Information Act (FOIA) 
Consultations 

(U) While processing the attached FOIA request, ODm located 1 document 
which may be of interest to your Office. We are providing it to you for yoUr 
views regarding its disclosure and the applicability of any FOIA Exemptions. 

(U) We are referring the following docUment to you for comment: 

(U) Should you have any questions or require·further inforniation from us, 
please contact Jennifer Hudson at b J-

JM~l1v(L ~ 
Director, Information Management Office 

COM '1'-09 

Upon removal of attachment is UNCLASSIFIED 

102. 
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DEPARTMENT OF THE ARMY f..- J.. ~~ 
UNtTED STATES ARMY INTEWGENCE AND SECURITY COMMAND 


FREEDOM OF INFDRMATIONIPRlVACY OFFt(;E 

fORT GIiOIlGE G. MEADE. MARYLAND 207S5-5SCJS 


RE?L.V TO 

.... TTII:NTION 0 .. : 


MAR 31 2911 
lAMG~C-FOI (2S-S5a) 

MEMORANDUM FOR Director, Information Management Office, Office of the Director of 
National Intelligence, Washington, DC 20511 

SUBJECT: Freedom ofInformation Act (FOIA) Referral - Mr. Mark Zaid (FOIA #232F-ll), 
DA FOIA Case # FA-IO-1304 

1. This responds to the Freedom of Infonnation Act (FOIA) request of April 9. 2008, on behalf 
of the James Madison Project for copies of all Office of the Director of National Intelligence 
("ODNI") documents. Mr. Zaid's request and documents were forwarded by the ODNI to the 
Department of the Anny. Freedom of Information and Privacy Act Division (DA FOlAIP A Div) 
and received in this office on October 14,2010. 

2. Coordination has been completed with other elements of our command and the records 
returned to this office for our review and direct response to you. As a result of our review, six 
pages are denied in their entirety as the information is exempt from public disclosure that is 
predominantly internal in nature the disclosure ofwhich would significantly risk circumvention 
of the vulnerabilities of agency regulations or statutes. This information is exempt from the 
public disclosure provisions of the FOlA pursuant to Title 5 U.S. Code 552 (b)(2) and (b)(3), 
The statute invoked under Title 5 U.S. Code 552 (b)(3) is 10 U.S.C. §130b. which allows for the 
protection of Personnel in Overseas, Sensitive or Routinely Deployable Units. It is not possible 
to reasonably segregate meaningful portions of the withheld pages for release. 

The withholding of the information described above is a denial ofMr. Zaid's request. This 
denial is made on behalf of Major General Mary A. Legere, the Commanding General, U.S. 
Army Intelligence and Security Command, who is the Initial Denial Authority for Army 
intelligence investigative and security records under the FOIA. Mr. Zaid has the right to appeal 
t.1tis decision to the Secretary of the Army. His appeallnust be postmarked no later than 60 
calendar days from the date of this letter. After the 60-day period, the case may be considered 
closed; however, such closure does not preclude him from filing litigation in the courts. Mr. 
Zaid should state the basis of his disagreement with the response and provide justification for a 
reconsideration of the denial. An appeal may not serve as a request for additional or new 
information. An appeal may only address infonnation denied in this response. Mr. Zaid's 
appeal is to be made to this office, for forwarding, as appropriate to the Secretary of the Anny, 
Office of the General Counsel. 

3. A copy of this memorandum bas been provided to the DA, FOIAIPA Div (FOIA 10-1304) . 

.1 
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IAMG-C-FOr (25-55a) 


SUBJECT: Freedom ofInformation Act (FOIA) Referral - Mr. Mark Zaid (FOrA #232F-l1), 


4. IfYQ]Jnhav~ JlllY questions conce~irtgJti~ action~pI~l:lSe fe~I free to contaC!lJ6- -~t 
[ 	 b6 .~r electronically atj b6 l Please refer to e casenurrtber 

cited above. '------ ._- -J . 

FOR THE COMMANDER: 


BRAD S. DOR.RJS 
Director 
Freedom of Infonnation/Privacy Office 

Investigative Records Repository 

-2­
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'fOP SBCRBT/ 

MEMORANDUM FOR: 
lnt:ell1[gellce Agency 

SUBJECT: (U) ODm Freedom of Information Act (FOIA) 
Consultations . 

(0) While processing the attached FOIA request, ODNI located 20 documents which 
may be of interest to your Office. We are providing them to you for your views 
regarding their diselosure and the applicability of any FOrA Exemptions. 

(U) We are referring the following documents to you for comment: 

Reason: 1._4(c) 
Declassify On- to Treaty·-a~~~~~:ic)DEll 

ed~rr5I!'il:: COL S~ 06, ODNI COM T- 0 8 

Upon removal of 
TOP SBCRB'f'/ 

ED 

b::2 



TOP 3BCR:E'f'/ 

t ... 

(IJ) Should you have any questions or -rD<rnnlrP further information from us, please 
contact Jennifer Hudson at b? 

Jo F.Hackett 
Director, Information Management Office 



{U} This dissemination includes FBI information from FBI FISA 
collection. Such information, and any information derived 
therefrom. may only be used in a us legal or administrative 
proceeding with the advance authorization of the Attorney 
General. Any recipient interested in obtaining authorization for 
such use in a US legal or administrative proceeding should 
contact FBI Headquarters. Any further dissemination outside of 
intelligence channels and/or for law enforcement purposes must be 
made through FBI Headquarters. Any reproduction, dissemination, 
or communication (including. but not limited to oral briefings) 
of this information must be accompanied by a statement of these 
restrictions. 



MEMORAl\1J)UM FOR: 

SUBJECT: (U) OnrnFreedom of Information Act (FOIA) 
Consultations 

(u) While processing the attached FOIA request, OnN! located 15 documents 
which may be of :interest to your Office. We are provid:ingthem to you for 
your views regarding their disclosure and the applicability of any FOIA 
Exemptions. 

(U) We are referring the following documents to you for comment: 



(U) Should you have any questions or ~rn.-i ... o 

please contact Jennifer Hudson at 

Director, Information Management Office 

~, This report includes information from FBI FISA 
~~lection. Such information, and any information derived 
therefrom, may only be used in a US legal or administrative 
proceeding with the advance authorization of the Attorney 
General. Any recipient-interested in obtaining 
authorization for su;eh use in a US legal or administrative 
proceeding should contact FBI Headquarters. Any fUrther 
disseminatio~ for any other purpose must be made through 
NSA. Any reproduction. dissemination, or c~!unication 
(including. hut not limited to oral briefings) of this 
information must be accompanied by a statement of these 
restrictions. 

b?-

















Kendall Cooper 
Command FOIA Manager 

TO P SaCR£T//SI/TKII!m r OnN 

Executive to the Staff Judge Advocate 
USSTRATCOM/D06 (FOIA) 
901 SAC BLVO STE 2E27 
OFFUTI AFB NE 68113 
DSN: 271-6321 

DERIVED FROM: MULTIPLE SOURCES 

DECLASSIFY ON: 14 JAN 2036 

Oassification: TOP SECRffI1SIf/Tt< 

DERIVED FROM: Multiple sources 
DECLASSIFY ON: 2036011' 
DATE OF SOURCE: 20110520 

CLASSIFI~ATION' TOP SECI0ltflfi{ 'CIA 11-025.<10<>< CONI FO",,,,,, M""".pdl 

®-""t ~ .. : 
OONI FotAManted.pdl 11-02591S.xps 

Classified By: ",' I', 

Derived From • • • • I! 

Reason: 1.4(c) 
Declassify On: 20360520 

TOP SgGRETI/ sr /TK//NOFeRl~ 



Reply to: 
USSTRA TCOMlJOO6 (F01A) 
901 SAC BLVD sm 2E27 
OFFUTT AFB NE 63113 

TOP SECRll'FIISIfFIKllNOFORN 

20 May 2011 

MEMORANDUM FOR OffICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE 

AtLention: Jennifer Hudson (FOlA) 

Subject: FOIA Consultation - Mr. Mark S. Zaid (DoD/OFOJ # Il-FC-00(2) 

1. USSTRATCOM forwarded subject consultation request to USCYBERCOM on 19 Jan 11 as 
recommended by DoDIOFOI memorandum, dated 141ao 11. 

2. USCYBERCOM FOIA Caorrlinamr. Mr. Roben E. Betz. responded to USSTRATCOM by 
memorandum (Tab A) on 20 May 11. He also included their coordination sheet and 
USCYBERCOM's bracketed copy of the subject document. 

3. As noted on the SF 91S, the VSCYBERCOM Staff Judge Advocate concurred with Mr. 
Betz' analysis and on 18 May 11. the USCYBERCOM Chief of Staff, Maj Gen Senty. approved 
the review conducted by Mr. Betz. 

4. USSTRATCOM concurs with USCYBERCOM's review, declassification recommendations. 
and recommendation the document be referred to other agencies for review prior to ODNI 
making a final release determination. Please direct questions to me at DSN 271 -6321. 

Attachments: 

I!SIGNEDII 

KENDALL L. COOPER 
DAFC 
Command FOIA Manager 

Enclosure A - USCYBERCOM Memorandum 
Enclosure B - USSTRATCOM Form 915 
Enclosure C - Proposed Redactions and Classification Review 

TOP SECRET.<!SIIFI_OFORN 

UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE C 



Reply to: 
USCYBERCOMIJOCC 
9800 SAVAGE RD. STE 6417 

DEPARTMENl OF DEFENSE 
UNITEO STATES STRATEGIC COMMA-NO 

UNITEO STATES CYeER COMMAND 

FORT GEORGE G. MEADE, MARYLAND 20755 

MEMORANDUM FOR USSTRATCOM FOIA MANAGER 

Anention: Mr. Kendall L Cooper 

Subject USCYBERCOM Response to Consult Request for FOJA J 1·025 

I. References: 

28 March 20 I J 

8 . Reference your memorandum, 19 January 2011. "FOIA Request - Mr. Mark S. Zaid, The 
James Madison Proj ect" . 

b. House Permanent ~lect Committee on Intelligence - Hearing on The Comprehensive 
National Cybersecurity Jnitiative Budget, April to,2008. 

c. Comprehensive National Cybersecurity Initiative (CNCI) Classification Guidance 
(CNCI ·CG), Version 1.0, March 142008 

2. In response to your request for a FOIA consultation in ref{a), USCYBERCOM annotated a 
copy of ref{b) with recommended changes to its classification and FOUD markings. A cop)' is 
attached. 

3. Recommendations were based on dassification guidance found in ref(c}. No 
USCYBERCOM classification references ~ used. Paragraphs with content ullder the 
purview of other U.S. government componf:nts were marked as not being within 
USCYBERCOM' s authority and were not commented 011. 

4. If you have questions or require additional support, COntact me at 443·654·~740 (OSN 840). we j]J;-
ROBERT E. BETZ 
USCYBERCOM FOIA Coordinator 



UNClA3Sll'IEV 
CLr'SSlFIC4TiOf'l WHa-: FlU.!".D IN 

ACTION PROCESSING SHEET 

I cos Sign/Approve ~~wrr~//' 

t'~~SJ~A~~.~C~oaU~~=========t~~.'~'O~~~~~~. ~~;~=.j'~'~~=======j~==-----------r---------------j ) J070 Coord ' . 1WtW. )\I.nl.l. 9 ---.--t---- --; 
.. "'OtA Coord ,RosatT BEn itA LO 

r..'r+-----+--- - --- ----'i--- - - --t;',,' i-----t------------jf----------.-til , 
f-o:,u'::":::"''':ro;,--L- _ ____ ------ ----.-- .. .. -.- .. --"--', "=""=",,,,,:::C:::n;::-."''''::-::'_''. ;:;::., ______ ...l ______ --------1 

fOIA COllSuh for CDNI On the James Madison Project I eMil S6Cr.OH SVSI"f:lo4SE: 
i IlHQSHS!'£NSE; 

SUMMARY 

1. (U) elJRPOSE: Approve USCYBERCOM's response to the USSTRATCOM Freedom of Infonnation Act 
(fOIA) Manager's request for release/withholding/declassification recoJtl.ll)endalions supporting an OONI freedom 
of lnformation Act (FOIA) request. 

2. (U) ~~~~ 
• 20 ~_A'Pil: reed .... ed a FOlA rajuest !tom the James Madison Project (Tab F). 
• un 21 !uly _ sent six documeots i<klltifi~ as responsh'c to the fOlJ\ requat to DoD and 

~Je""'-DoDcomment (Tab EJ. 
• On 14 January 2tlIJ , DoD forwarded Tab B (before annotations). one of the six r.:spoo.sive documents, to 

USSTRA TCOM and recomrocnded a tn')ew by USCYBERCOM (Tab D). 
• On 19 JIlDlW)' 2011 . USSTRA TCOM's FOLA Manager , cnt Tab B (bcfore aMotmions) to 

USCYBERCOM and requested recommendations supporting ODN1's FOLA response (Tab C). 

3. (U) DISCUSSION; MI. Robert Betz.. USCYBERCOM FOIA Manager. Te',iewoo Tab B (before annotations) 
aDd mad~ comments 0.0 release/withholding/declassification via hand writt~n notations. Tab A and Tab S ' arc Mr. 
Bctt's recommended USCYBERCOM response 10 USSTRA TCOM's consultation request. 

14. (U) , : A .1"0~e ofT~ S'scontent is under me purviewofUSCYBERCOM Mr. 
1 B~ did not ~ to support his review. Instead. he used dassificarion 

guidaoce provided in tht: Comprehensive . C)'bersecurity Initiative (CNCT) Classification Gwdance (CNCJ-
CO). Version 1.0,14 March 200810 make ~is recomm.eodations. Mr. Betz' s (t'conunendations are advisory only. 
Final decisio1l!l and an official response to the FOlA :request wilJ be made by ODM. 

6 . (U) RECOMMENDATION: Approve Tab A and Tab B as USCYBERCOM '.'l response to USSTRA TeOM's 
request for FOlA consultation in Tab C. 

~, 

TAB A - USCYBERCOM Re..sponse to Consult &t:questfor FOLA 11·25 
TAB B - House Permanent Select Committee on Intel ligence Hearing on The Comprehensive Nationw 
Cybersecurity lnitiati ... e Budget,annotated by Mr. Robert Betz. 
1'AB C - FOIA Request - MT. MarkS . .laid, The James Madison Project 
1'AB D - Ftttdom of Information Act (FOLA) CODsultAtion - Mr. Mark S. laid 
TAB E - (U) ODN[ Freedora of Infmmation Ad (FOlA) Consultations 
TAB F - FOtA Request - Congressional National Security Oversight Committees 

liN CLASSIFIED TRACK.INC i NUMBER: 

USSTRATCOM Fonn 915. 2008032' (C~a ~0:4) 
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MEMORANDUM FOR: 

SUBJECT: 

Drug Enforcement Agency 

(U) ODN! Freedom of Information Act (FOIA) 
Consultations 

~;} 

(0) While processing the attached FOIA request, ODNI located 2 documents 
which may be of interest to your Office. We are providing them to you for 
your views regarding their disclosure and the applicability of any FOIA 
Exemptions. 

(U) We are referring the following documents to you for comment: 

(0) Should you have any questions or Te<lUlJre further information f'rom us, 
please contact Jennifer Hudson at b d 

MdiJv-~+ 
Ji F. ackett Dale 
Director, Information Management Office 

Upon ~~~IFIED 



MEMORANDUM FOR: _b~ 
Department of Eneigy 

SUBJECT: (U) ODNI Freedom of Information Act (FOIA) 
Consultations 

(U) While processing the attached FOIA request, ODNI located 4 documents 
which may be of interest to your Office. We are providing them to you for 
youxviews regarding their disclosure and the applicalnlity of any FOIA 
Exemptions. 

(U) We are referring the following documents to you for comment: 

(U) Should you have any questions or .....".,. ... T.,...,. further information from us, 
please contact Jennifer Hudson at f:, 'd-

yd~!k-~ 
JOF.iiaCkett," Date 
Director, Information Management Office 

UNCLASSIFIED 

~--;. 
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MEMORANDUM FOR: 

SUBJECT: 

tlurealu of Investigation 

(U) ODNI Freedom of Information Act (FOIA) 
Consultations 

(U) While processing the attached FOIA request; ODNI located 14 documents whiCh 
may be of interest to your Office_ We are providing them to you for your views 
regarding their disclosure and the applicability of any FOIA Exemptions_ 

(D) We are referring the following documents to you for comment: 

Upon removal of 
TOP BBCR:'E'f'j 

Collection 



(U) Should you have any questions or require further information from us, please 
contact Jennifer Hudson at 703-275-2210. . 

Date 
Director. Information Management Office 

(u) FBI Minimized FISA: This report includes information from 
FBI FISA collection_ Such information, and any information 
derived therefrom, may only be used in a US legal or 
administrative proceeding with the advance authorization of the 
Attorney General. Any recipient interested in obtaining 
authorization for such use in a us legal or administrative 
proceeding should contact FBI Iteadquarters_ Any further 
dissemination outside of intelligence channels artd/or for law 
enforcement purposes must be made through FBI Headquarters _ Any 
reproduction, dissemination, or communication (including, but not 
limited to oral briefings) of this information must be 
accompanied by a statement of these restrictions. 



MEMORANDUM FOR: 
tlome:iaJJlU Security 

SUBJECT: (U) ODNI Freedom. of Information Act (FOIA) 
Consultations 

(U) While processing the attached FOIA request. ODNI located 5 documents 
which may be of interest to your Office. We are providing them to you for 
your views regarding their disclosure and the applicability of any FOIA 
Exemptions. 

(U) We are referring the following documents to you for COlll1Dent: 

LetterS: 

(U) Should you have any questions or ...",. ..... ,~''''''''' 
please contact Jennifer Hudson at 

Date 

Agreement 

Upon removal of atta(:llI1IleDlt: 
TOP SECitET! ' 

{F\ .. .. " ... \-. 
& 



August 14, 2009 

Mr. John E Hackett 
Director, Infonnation Management Office 
Office of the Director of National Intelligence 
\Vashlngton~ DC 2051) 

Re: DHSIOSIPRIV 09-909 

Dear Mr. Hackett: 

t;-$; ~orH~Secwity 
\\~~OC :;WS21! 

Homeland 
Security 

This letter responds to your July 22, 2009 l11enrorand~to thc;.I)q)aitmentof Homeland 
Security (DHS) ooncermngthe EreooomofInfoffilattonAct(FOIA)requestofMark Zai~ 
Executive Director oftbe 1atnes MadiSon PtojecL YOllrefaredtoPI:IS.~ies6ffive·~rds 
for our reviav and reoo~ons regarding discloSUre and applicability ofFOlAexemptions.. 

Upon review of the ~PrQvided to DHS,i~w~~ that.~thedocuments are 
claSsified.; DHS mUst defut to the original ~l3ssifiCatiooantOOritytoJmd(ea'detennination 
regarding releasf! .' '.' . . . If you haVe que:sti~~ihi!in6sponse, you may 
oont8et this·offiee at 

. Oper.itions 



MEMORANDUM: FOR: 

SUBJECT: 

NatIOlual {ieOOlJ,atial-Intelligence Agency 

(U) ODNI Freedom of InfOrmation Act (FOIA) 
Consultations 

(U) While processing the attached FOIA request, ODNI located 14 docum.ents which 
may be of interest to your Office. We are providing them to you for your views 
regarding their disclosure and the applicability of any FOIA Exemptions. 

(U) We are refe:tri:ng the following documents to you for comment: 

Reform 

Upon. removal of UNCLASSIFIED 

~2 



(U) Should you have any questions or ~LWl~e further information froni us, please 
contact Jennifer Hudson at d 

J~df&t2 f-
Director, Information Management Office 

{U} FBI Minimized FISA: This report ~nc1udes information from 
FBI FlSA co1lection. SuCh information, and any information 
derived therefrom. may only be used in a US legal or 
administrative proceeding with the advance authorization of the 
Attorney General. Any recipient interested in obtaining 
authorization for such use in a tis legal or administrative 
proceeding should contact FBI Headquarters. Any further 
dissemination outside of intelligence channels and/or for law 
enforcement purposes must be made through. FBI Headquarters. Any 
reproduction, dissemination. or communication (including, but not 
limited to oral briefings) of this information must be 
accompanied by a statement of these restrictiops. 



'fOP SHCRH'f 

MEMOrurnIDUMFO~""" b6 

SUBJECT: 

National Reconnaissance Office 

(U) ODNI Freedom of Information Act (FOW 
Consultations 

(U) While processing the attached FOIA request, OnNI located 10 documents 
which may be of interest to your Office. We are providing them to you for 
your views regarding their disclosure and the applicability of anyFOIA 
Exemptions. 

(U) We are referring the following documents to you for comment: 

Upon removal of a 
':FOP SBCRET/· 

@ 
IF lED b?-



TOP 5KCItE'l' / 

(U) Should you have any questions or ........ ,,,,,,,.-0 further information from us, 
please contact Jennifer Hudson /;d-

.J F. H ett· !-.... Date I 

DIrector, Information Management Office 

TOP SECRH'f'/ 



'1'01:' 3ECRB'l'1 

:MEMORANDUM FOR: 

SUBJECT: 

atlclnai Set:uri'ty Agency 

(U) ODNI Freedom of Information Act (FOIA) 
Consultations 

(II) While processing the attached FOIA request, ODNI located 19 documents 
which may be of interest to your Office. We are providing them. to you for 
your views regarding their disclosure and the applicability of any FOIA 
Exemptions. 

(II) We are referring the following documents to you for comment: 

Letters: 

Upon 

On: 2034 
From: COL S-06, 

is UNCLASSIFIED 

6~ 



.. 

Reform 

Initiative 

(U) Should you have any questions or ....:.,rwn"""'" further information from us, 
please contact Jennifer Hudson at b -;}-

~b~109 
Date I / J~tt or 

Director~ Information Management Office 



MEMORANDUM FOR: 

SUBJECT: 

'.,'-. 

(U) ODNI Freedom of Information Act (FOIA) 
Consultations 

(U) While processing the attached FOIA request, ODNI located 3 documents 
which may be of interest to your Office. We are providing them. to you for 
your views regarding their disclosure and the applicability of any FOIA 
Exemptions. 

(U) We are referring the following documents to you for comment: 

Letters: 

(U) Should you have any questions or ... 0"' ..... """'" further information from us~ 
please contact Jennifer Hudson at L "). 

7/~=t/~f 
DJte I 

Director, Infurmation Management Office 



'~ .•.. : ..•. -~ .... 

MEMORANDUM FOR: 

SUBJECT: (U) ODNI Freedom of Information Act (FOIA) 
Consultations 

(u) While processing the attached FOIA request, ODNI located 3 documents 
which may be of interest to your Office. We are providing them. to you for 
your views regarding their disclosure and the applicability of any FOIA 
Exemptions~ 

(U) We are referring the following documents to you for comment: 

(U) Should you have any questions or rellrull-e 

please contact Jennifer Hudson 

r(;{~ 
Jo F. HaJ;Oett 

r, Information l\rfanagement Office 

Upon removal of att~~~ 
TOt' SEeR:E'f'f 




