MEMORANDUM FOR: . Chict

Air Force

SUBJECT- (U)Cﬁ)NIF&eainnofhﬁbnnahﬂnﬁki(FCﬂlﬂ
: Consultations

(U) While processing the attached FOIA request, ODNI located 1 document
which may be of interest to your Office. We are providing it fo you for your
views regarding its disclosure and the applicability of any FOIA Exemptions.
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MEMORANDUM FOR: [ LJ ((’
Army INSCOM

SUBJECT: (U) ODNI Freedom of Information Act (FOIA)
Consultations

(U) While processing the attached FOIA request, ODNI located 1 document

which may be of interest to your Office. We are providing it to you for your
views regarding its disclosure and the applicability of any FOIA Exemptions.

(U) We are referring the following document to you for comment:

(EDS&mukiyouhmveanyquaﬁmnmcmzequueﬁmdbernﬁbnnahonﬁnnnus,

please contact Jennifer Hudson at || NG é;:)_
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Director, Information Management Office

Classified
Reason: 1.4{c}

this document is UNCLASSIFIED
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FREEDOM OF INFORMATION/PRIVACY OFFICE
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IAMG-C-FOI (25-55a)

MEMORANDUM FOR Director, Information Management Office, Office of the Director of
National Intelligence, Washington, DC 20511

SUBJECT: Freedom of Information Act (FOIA) Referral - Mr. Mark Zaid (FOIA 4#232F-1 1),
DA FOIA Case # FA-10-1304

1. This responds to the Freedom of Information Act (FOIA) request of April 9, 2008, on behalf
of the James Madison Project for copies of all Office of the Director of National Intelligence
("ODNI™) documents. Mr. Zaid’s request and documents were forwarded by the ODNI to the
Department of the Army, Freedom of Information and Privacy Act Division (DA FOIA/PA Div)
and received in this office on October 14, 2010.

2. Coordination has been completed with other elements of our command and the records
returned to this office for our review and direct response to you. As a result of our review, six
pages are denied in their entirety as the information is exempt from public disclosure that is
predominantly internal in nature the disclosure of which would significantly risk circumvention
of the vulnerabilities of agency regulations or statutes. This information is exempt from the
public disclosure provisions of the FOIA pursuant to Title 5 U.8S. Code 552 (b)(2) and (b)(3).
The statute invoked under Title S U.S. Code 552 (b)(3) is 10 U.S.C. §130b, which allows for the
protection of Personnel in Overseas, Sensitive or Routinely Deployable Units. It is not possible
to reasonably segregate meaningful portions of the withheld pages for release.

The withholding of the information described above is a denial of Mr. Zaid’s request. This
denial is made on behalf of Major General Mary A. Legere, the Commanding General, U.S,
Army Intelligence and Security Command, who is the Initial Denial Authority for Army
intelligence investigative and security records under the FOIA, Mr. Zaid has the right to appeal
this decision to the Secretary of the Army. His appeal inust be postmarked no later than 60
calendar days from the date of this letter. After the 60-day period, the case may be considered
closed; however, such closure does not preclude him from filing litigation in the courts. Mr.
Zaid should state the basis of his disagreement with the response and provide justification for a
reconsideration of the denial. An appeal may not serve as a request for additional or new
information. An appeal may only address information denied in this response. Mr. Zaid’s
appeal is 1o be made to this office, for forwarding, as appropriate to the Secretary of the Army,
Office of the General Counsel.

3. A copy of this memorandum has been provided to the DA, FOIA/PA Div (FOIA 10-1304),




IAMG-C-FOI (25-552)

SUBJECT: Freedom of Information Act (FOIA) Referral - Mr. Mark Zaid (FOIA #232F-11),

4. 1f you have any questions conceming this action, please feel free to contact| pg &t
b6 pr electronically at 1‘ b6 Please refer to the case number

cited above. :

FOR THE COMMANDER:

BRAD S. DORRIS

Director

Freedom of Information/Privacy Office
Investigative Records Repository
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MEMORANDUM FOR:
Central Intelligence Agency

SUBJECT: | (U) ODNI Freedom of Information Act (FOIA)
Consultations

(U) While processing the attached FOIA request, ODNI located 20 documents which
may be of interest to your Office. We are providing them to you for your views
regarding their disclosure and the applicability of any FOIA Exemptions.

(U) We are referring the following documents to you for comment:
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contact Jennifer Hudson at ||| EGzGzGEG [D ?

,’)W L o o /—n‘aa!o?

Jolin F. Hackett

Date’

Director, Information Management Office
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{U) This dissemination includes FBI information from FBI FISA
collection. Such information, and any information derived
therefrom, may only be used in a US legal or administrative
proceeding with the advance authorization of the Attorney
General. Any recipient interested in obtaining authorization for
such use in a US legal or administrative proceeding should
contact FBI Headguarters. 2Any further dissemination outside of
intelligence channels and/or for law enforcement purposes must be
made through FBI Headguarters. Any reproduction, dissemination,
or communication (including, but not limited to oral briefings)
of this informaticon must be accompanied by a statement of these
restrictions. ’




MEMORANDUM FOR:
Defense Intelligence Agency

SUBJECT: ‘ ~ (U) ODNI Freedom of Information Act (FOIA)
: Consultations

(U) While processing the attached FOIA request, ODNI located 15 documents
which may be of interest to your Office. We are providing them to you for
your views regarding their disclosure and the applicability of any FOIA
Exemptions.

(U ) We are referring the following documents to you for cornment:
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{U) Should you have any questions or require further information from us,
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(\16(/%\@» 0.4 M =1 ]&;1/@ g

F’Hbc tt Date
Ihredmm Information Management Office

\}S% This report includes information from FBI FISA
collection. Such information, and any information derived
therefrom, may only be used in a US legal or administrative
proceeding with the advance authorization of the Attorney
General. BAny recipient interested in obtaining
authorization for such use in a US legal or administrative
proceeding should contact FBI Headquarters. BAny further
dissemination for any other purpose must be made through
NSA. BAny reproduction, dissemination, or communication
{including, but not limited to oral briefings) of this.
information must be accowpanied by a statement of these
restrictions.
























Kendall Cooper

Command FOIA Manager

Executive to the Staff Judge Advocate
USSTRATCOM/IDOS6 {FOIA)

901 SAC BLVD STE 2E27

OFFUTT AFB NE 68113

DSN: 271-6321

DERIVED FROM: MULTIPLE SOURCES
DECLASSIFY ON: 14 JAN 2036

Classification: TOPSECRET//SH T

DERIVED FROM: Muitiple sources
DECLASSIFY ON: 20360114
DATE OF SOURCE: 20110520 Q\
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Reply to: 20 May 2011
USSTRATCOM/I006 (FOILA)

901 SAC BLVD STE 2E27

OFFUTT AFB NE 68113

MEMORANDUM FOR OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
Attention: Jennifer Hudson (FOIA)

Subject: FOIA Consultation — Mr. Mark S. Zaid (DoD/OFO] # 11-FC-0062)

1. USSTRATCOM forwarded subject consultation request to USCYBERCOM on 19 Jan 11 as
recommended by DoD/OFOI memorandum, dated 14 Jan 11.

2. USCYBERCOM FOIA Coordinator, Mr. Robert E. Betz, responded to USSTRATCOM by
memorandum (Tab A) on 20 May 11. He also included their coordination sheet and
USCYBERCOM'’s bracketed copy of the subject document.

3. As noted on the SF 915, the USCYBERCOM Staff Judge Advocate concurred with Mr.
Betz’ analysis and on 18 May 11, the USCYBERCOM Chief of Staff, Maj Gen Senty, approved
the review conducted by Mr. Betz.

4. USSTRATCOM concurs with USCYBERCOM's review, declassification recommendations,
and recommendation the document be referred to other agencies for review prior to ODNI
making a final release determination. Please direct questions to me at DSN 271-6321.

//SIGNED//

KENDALL L. COOPER
DAFC
Command FOIA Manager

Attachments:
Enclosure A - USCYBERCOM Memoerandum
Enclosure B —-UUSSTRATCOM Form 915
Enclosure C - Proposed Redactions and Classification Review

~TOPSECRET/SHAK/NOFORN-
UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE C



DEPARTMENT OF DEFENSE
UMITED STATES STRATEGIC COMMAND
UNITED STATES CYBER COMMAND

Reply to: 28 March 2011
USCYBERCOM/JOCC

9800 SAVAGE RD, STE 6477

FORT GEORGE GG. MEADE, MARYLAND 20755

MEMORANDUM FOR USSTRATCOM FOIA MANAGER
Attention: Mr. Kendall L. Cooper

Subject: USCYBERCOM Response to Consult Request for FOIA 11-025

. References:

a. Reference your memorandum, 19 January 2011, “FOIA Reguest — Mr, Mark S. Zaid, The
James Madison Project”.

b. House Permanent Select Committee on Intelligence ~ Hearing on The Comprehensive
National Cybersecurity Initiative Budget, Apri! 10, 2008.

¢. Comprehensive National Cybersecurity Initiative (CNCl) Classification Guidance
{CNCI-CG), Version 1.0, March 14 2008

2. In response to your request for 2 FOIA consultation in ref{a), USCYBERCOM annotated a
copy of ref{b) with recommended changes to its classification and FOUO markings. A copy is
attached.

3. Recommendations were based on class:fication guidance found in ref(c). No
USCYBERCOM classification references were used. Paragraphs with content under the
purview of other U.8. govemment components were marked as not being within
USCYBERCOM’s authority and were not commented on.

4. If you have questions or require additional support, contact me at 443-654-4740) (DSN 840).
ROBERT E. BETZ
USCYBERCOM FOI A Coordinator

&
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ACTION PROCESSING SHEET
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SURJECT: e T T GRecTORATE SUsFENSE.

FOIA Censult for ODNI on the James Madison Project CMD SECTION SUSPENSE:
HHO SUSPENSE.

SUMMARY

1. (U) PURPOSE: Approve USCYBERCOM's sesponse to the USSTRATCOM Freedom of Information Act
(FOLA) Manage:’s request for release/withholding/declassification recoromendations supporting an ODNI Freedom
of Information Act (FOIA) request.

2. (U) BACKGROUND:

On 9 April 2008, ODNI received 2 FOIA request from the James Madison Project (Tab F).

e On 22 July 2009, ODNI seat six documents identified as responsive to the FOLA request to DoD and
requested DoD comment (Tab E).

e On 14 January 2011, DoD forwarded Tab B (before annotations), one of the six responsive documests, to
USSTRATCOM and recornmended a review by USCYBERCOM (Tab D).

o On 19 Jopuary 2011, USSTRATCOM's FOLA Manager sent Tab B (before annotations) to
USCYBERCOM and requested recommendations supporting ODNI’s FOLA response (Tab C).

3. (U) DISCUSSION: Mr. Robert Betz, USCYBERCOM FOIA Manager, reviewed Tab B (before annatations)
and made comments an release/withholding/declassification via hand writtea notations. Tab A and Tab B are M.,
Bez's recommended USCYBERCOM response tc USSTRATCOM's consultation request.

4, (U) FACTS AND ASSUMPTIONS: Nowe of Tab B's content is under the purview of USCYBERCOM. Mr.

Betz did not use USCYBERCOM classification guidance to support his review. Instead, he used classification

% uidance provided in the Comprehensive National Cybersecurity lnitative {CNCT) Classification Guidance {CNCI-
G}, Version 1.0, 14 March 2008 to make his recommendations. Mr. Betz’s recommendations are advisory only.

Final decisions and an official response to the FOLA request will be made by ODNL

6. (U) RECOMMENDATION: Approve Tab A and Tab B as USCYBERCOM's response to USSTRATCOMs
request for FOIA consultation in ‘fab C.

TABS:

TAB A - USCYBERCOM Response to Coansuh Request for FOLA 11-25

TAB B - House Permanent Select Committee on Intelligence Hearing on The Comprehensive National
Cybersecurity initiative Budget, annotated by Mr, Robert Betz

TAB C- FOIA Request - My, Mark S. Zaid, The James Madison Project

TAB D - Freedom of Information Act (FO1A) Consultation — Mr, Mark S. Zaid

TAB E - (U) ODNI Freedom of Information Act (FOIA) Consultations

TAB F - FOIA Request - Congressional National Security Oversight Committees

ACTION OFFICER (Nameirade/office Sypmbol/Phom Number/Signatare]
Robert E. Betz, USCYBERCOM FOIA Coordinator 31’, ,/P\
D.ATE PREPARED, / 28 March 2003 .

UNCLASSIFIED | e ‘m 95

USSTRATCOM Form 915, 200803235 (Computer Geaerated) @ CLASSIFICATION WHEN SILLEQ 18
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MEMORANDUM FOR:
Drug Enforcement Agency

SUBJECT: (0) ODNI Freedom of Information Act (FOIA)
Consultations

(U) While processing the attached FOIA request, ODNI located 2 documents
which may be of interest to your Office. We are providing them to you for
your views regarding their disclosure and the applicability of any FOIA
Exemptions.

(C) We are referring the following documents to you for comment:

oo2f | . .Budget k) i1 A él
B/2007- 120070507 [Collection ~ [DDNIT, 15561
poss Programs €,

(U) Should you have any questions or require further information from us,

please contact Jennifer Hudson at ||| EEEGN é;l

&/Mﬂ&ﬁ‘*é{ ﬁwku&\ ﬂ?ﬂl{)‘}
John F. Hackett Date

Director, Information Ma.nagement Office
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Upon removal of attachment(s), this document is UNCLASSIFIED
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MEMORANDUM FOR:
‘ Department of Energy
SUBJECT- (ID(ﬂDNIIHeaﬁnnofﬁﬁbnmahan}hi(FCﬂA)
Consultations

(U) While processing the attached FOIA request, ODNI located 4 documents
which may be of interest to your Office. We are providing them to you for
your views regarding their disclosure and the applicability of any FOIA
Ezemptions.

(U) We are referring the following documents to you for comment:

% 2008 NIP Budget o lhﬁﬁﬂ'

5120070522 {Counterteligence '*]me:- !HPSCI

200604 ’1‘:'0}’(;,“",{,9,5:;;’ew.ﬁymam;* -~*f"m"us {Hﬁécl’?

(U) Should you bave any questions or require further information from us,
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Upon removal of attachment (s}, this document is UNCLASSIFIED
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MEMORANDUM FOR:

SUBJECT:

Federal Bureau of Investigation

(U) ODNI Freedom of Information Act (FOIA)

Consultations

(U) While processing the attached FOIA request, ODNI located 14 documents which
may be of interest to your Office. We are providing them to you for your views
regarding their disclosure and the applicability of any FOIA Exemptions.

(U) We are referring the following documents to you for comment:

C/2008-535 {2008-04-30 {2009 NIP Budget
C/2008/292 {2008-0306° {2009 NIP Budget . . H
D/2007-  {2007-03-06 {2008 NIP Budget JDNI HPSC
iD/2007-0014 }2007-03-01 lGWOT Supplemental imjnm SSCi
. _{Budget Request }
D/2006-0021 2006-03-30 {2007 NiPBudget ~ IDDNIM |
D/2007-0043 {2007-06-07  {Collection Programs DDNI/C,

i . . gecaro|
{D/2006-0063 }2006-00-27 lintelligence Reform IDNY HPSCI
C/2008-89  {2008-05-20 fintelligence Collection  {DDNIPPR !SSCI
ID/2006/0031 {2006-05-04 {Audit of IC Personnel ~ jDDNUM, |SSCI
o 7 {Policies , %CHCO_ A N
2008-0266-A | 2007-03—22 iCountenntelbgenue NCIX HPSCI 1

15008-04-10 !Wbersecunty Inftiative Ib'm ;HPSCl
_ Budget _ . , i

Upon removal of attachment (s)
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GWOT Supplemental
.1 . [BudgetRequest = | = N R
D/2007-0023 {2007-03-27 [2008 NIP Budget ~ INCTC - [HPSCl  {SECREY

(U) Should you have any questions or require further information from us, please
contact Jennifer Hudson at 703-275-2210.

/4 CFK\AO\ I\ ’1"{3&} vl

Johd F. Hackett v Date
Director, Information Management Office

(U) FBI Minimized FISA: This *eport includes information from
FBI FISA collection. Such information, and any information
derived therefrom, may only be used in a US legal or
administrative proceeding with the advance authorization of the
Attorney General. Any recipient interested in obtaining
authorization for such use in a US legal or administrative
proceeding should contact FBI Headquarters. Any further
dissemination outside of intelligence channels and/or for law
enforcement purposes must be made through FBI Headquarters. Any
reproduction, dissemination, or communication {inc¢luding, but not
limited to oral briefings) of this information must be
accompanied by a statement of these restrictiomns.



MEMORANDGM For: [ LG
Department of Homeland Security

SUBJECT: : (1) ODNI Freedom of Information Act (FOIA)
Consultations

(U) While processing the attached FOIA request, ODNI located 5 documents
which may be of interest to your Office. We are providing them to you for
your views regarding their disclosure and the applicability of any FOIA
Exemptions. '

(U) We are referring the following documents to ybu for comment:

(U) Should you bave any questions or require further information from us,
please contact Jennifer Hudson at ||| R

Director, Information Management Office

Classifie
Reason: 1.4 {c) :
Declassify ubject to Tre Internaticnal Agreement

Deriv rom: COL S-06, ODNI FIN T-08

Upon removal of attachment {s), this document is UNCLASSIFIED
sor—saceer/ S -




[ Y}cmmmt of Bosacking Security
Washimgton, 10 20528

Homeland
Security

Privacy Office, Mail S 0655

August 14, 2009

Mr. John F. Hackeit

Director, Information Management Office
Office of the Director of National Intelligence
Washington, DC 20511

Re: BHS/IOS/PRIV 09-909
Dear Mr. Hackett:

This letter réSponds to vour July 22, 2009 memorandurm to the Department of Homeland
Security (DHS) concennng the Freedom of: mformauan Act {FOIA) request of Mark Zaid,
Executive Director of the James Madison Project. You refemad_ HS_Coples of five records
for our review and reconmendations regarding disclosure anid app cahiiﬁy of FOIA exemptions.

Upon review of the 1 ‘ ﬁpmvxded to DHS, it was dete
: ciawﬁed,DHSm igina

‘Tesponse, you may

et
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National Geospatial-Intelligence Agency

MEMORANDUM FOR:

SUBJECT: (ID(MINII&eahnnofhﬁbnmahonAthﬁJﬂU
Consultations

(U) While processing the attached FOIA request, ODNI located 14 documents which
may be of interest to your Office. We are providing them to you for your views
regarding their disclosure and the applicability of any FOIA Exernptions.

(U} We are referring the following documents to you for comment: .

W-"‘“ ,HP'SCI

2006—09—27]|melﬁgenceﬂefonn ~ oM F—tpsm FOF

- 2m7463~2é100um' ternteligence !Ncsx ,HPSCI ETT

Upon removal of attachment (s), this document is UNCLASSIFIED
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12007-04-24 12008 NIP Budget

2007-02-28 JGWOT Supplemental
_ |Budget Request
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(U) Should you have any questions or require further information from us, please

contact Jennifer Hudson ot | EGEGE éi;z

Jokin F. Hadkett
Ihredkn-InﬁnznahonhdanagemmmtCﬁﬁce

{U) FBI Minimized FISA: This report includes information from
FBI FISA collection. Such 1nformat10n, and any information
derived therefrom, may only be used in a US legal or
administrative proceeding with the advance authorization of the
Attorney General. Any recipient interested in obtaining
authorization for such use in a US legal or administrative
proceeding should contact FBI Headquarteérs. Any further
disseminaticon outside of intelligeénce channels and/or for law
enforcement purposes must be made through FBI Headguarters. Any
reproduction, dissewmination, or communication (including, but not
limited to oral briefings) of this information must be
accompanied by a statement of these restrictions.



MEMORANDUM FOR: - é (0
Natmnal Reconnaissance Office

SUBJECT- . (U) ODNI Freedom of Information Act (FOIA)
Consultations

(U) While processing the attached FOIA request, ODNI located 10 documents
which may be of interest to your Office. We are providing them to you for
your views regarding their disclosure and the applicability of any FOIA
Exemptions.

(U) We are referring the following documents to you for comment:

Letters:

2005-11-07 |NRO Future | é;l

2007-04-16

2006-03 21

2 12008.05.06_[2000 NIP Budget DN JHi
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Upon removal of attachment(s), this document is UNCLASSIFIED
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{U) Should you have any questions or require further information from us,

please contact Jennifer Hudson at ||} NG 49_
?7‘/ 27 iéJ 7
Date

Director, Information Management Office




MEMORANDUM FOR: [N é 6)
National Security Agency

SUBJECT: (U) ODNI Freedom of Information Act (FOIA)
Consultations

(U) While processing the attached FOIA request, ODNI located 19 documents
which may be of interest to your Office. We are providing them to you for
your views regarding their disclosure and the applicability of any FOIA
Ezemptions.

(U) We are referring the following documents to you for comment:

2007-08-27 ]FlSA

2007-12-13 [FiSA/dectass
2007-07-25 [FISA

2009 NiP Budget }
2007-03-06 . 12008 NIP Budget ﬁD
2007-03-01 IGWOT Supplemental  |DDNI/M
___ iBudget Request e
2006-03-30 {2007 NIP Budget lbonm .
2007-06-07 {Collection Programs DDNI/C, GC,
CLPO
/ :
Classy
Reason: 1.
Declagsify On: 20340
Derived From: COL S-06, ODN T-08

this document is UNCLASSIFIED

Upon: removal of attachment(s)i



Facilities and
Infrastructure
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Disclosures

D/2006-0063 [2006-09-27 lintliigence Reform . DNI
12008353 200504 22 |Major Syster iDDNUA
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Budget Request

{U) Should you have any questions or require further information from us,

please contact Jennifer Hudson at ||| R ég_

Director, Information Management Office
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MEMORANDUM For: [ LJ (o
Department of State

SUBJECT: (U) ODNI Freedom of Information Act (FOIA)
Consultations .

{U) While processing the attached FOIA request, ODNI located 3 documents
which may be of interest to your Office. We are providing them to you for
your views regarding their disclosure and the applicability of any FOIA
Ezemptions.

(U) We are referring the following documents to you for comment:

(U) Should you have any questions or require further information from us,

please contact Jennifer Hudson at || EEGEGEGE L:;'

e ot o
Joldn F. Hadkett - Date '

Director, Information Management Office

Classified By:
Reason: 1.4
Declassi

Upon removal of attacd s thig document is FOP-SECRET-
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On: 20340727




MEMORANDUM FOR: [ bl
Department of Treasury

SUBJECT: (U) ODNI Freedom of Information Act (FOIA)
Consultations

(U) While processing the attached FOIA request, ODNI located 3 documents
which may be of interest to your Office. We are providing them to you for
your views regarding their disclosure and the applicability of any FOIA
Exemptions.

(U) We are referring the following documents to you for comment:
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(U) Should you have any quéstions’ or require further information from us,

please contact Jennifer Hudson at ||| G 681

er’ ﬂﬁ/ g';{aﬁj o7

F. Hadkett 75«
T, Information Management Office

Classify
Reason:

Upon removal of attachment(s), this document is UNCLASSIFIED
oo — /-





